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In clinical research and development, the scientific possibilities for
analyzing large volumes of data are still not used to the extent that
it is possible in other sectors (e.g. finance, consumer behavior).
Health data are often widely distributed and locked in individual
databases, standards are highly inconsistent, and data privacy
protection complicates data consolidation and data use. This re-
sults in complex clinical protocols with often unrealistic selection
criteria, and trials are still too often assigned to inappropriate sites.
Furthermore, patient recruitment continues to be one of the major
problems in the execution of clinical trials [1].
The use of electronic health data (real world data) allows alignment
of protocols to actual medical conditions, formulation of realistic
inclusion and exclusion criteria and testing their effects on re-
cruitment using real data. In addition, trials can be assigned to sites
that have a proven number of patients in their databases, and
patients can be identified at the site.
Various providers are players in the field of “big data” and it is not
always easy to assess which system is best suited to meet the
demands of clinical development. Therefore, a requirements
specification is presented in the following.

Challenges of Clinical
Development

While sectors such as the telecom-
munications or music industry have
undergone radical changes in the last
two decades, the pharmaceutical in-
dustry has essentially not changed its
product development processes for
the last 25 years. In other sectors,
the greatest advances were achieved
by utilizing the enormous possibil-
ities for collecting and processing
electronically available information.
Data on consumer behavior (surfing
the Internet, online shopping) can be
collected across borders and opens
many possibilities for analysis, tar-

geted advertising and linking of sup-
ply and demand. In contrast to con-
sumer or financial data, health data
—if even available electronically—is
isolated in individual databases, dif-
ficult to link due to differing stand-
ards [2], fragmented and subject to
stringent requirements regarding
data privacy protection and secured
access.

This has led to a situation where
the enormous possibilities of analysis
and use of health data in clinical de-
velopment have scarcely begun to be
utilized. Better use of electronic
health data could alleviate or even
eliminate problems the pharmaceut-
ical industry has faced for decades.

n Protocol Development
without Real-World Data
Clinical protocols (trial protocols)
are typically based on information
from literature, recommendations
from external specialists (opinion
leaders), internal corporate stand-
ards or prior studies (often essential
portions carried over via “cut and
paste” from Phase II to Phase III de-
spite the change of intention). Only
rarely do authors of protocols have
the opportunity to base a protocol on
the way patients actually present
themselves with a specific condition
(indication) in real medical care.
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Consideration of electronic health re-
cords (real world data) would allow
protocol authors to take into account
frequently occurring concomitant
diseases in order to assess typical
concomitant medication for possible
interactions or to investigate exclu-
sion criteria as to how close or far
they are from reality. Instead, proto-
cols are developed based on a hypo-
thetical patient found in the litera-
ture and rarely tested against real
data before the clinical trial is begun.
This leads to disappointing progress
in recruitment and to expensive
amendments that cause delays [3].

n Non-Targeted Search for
Sites with Patients
Like protocol development, the
search for study sites is also based
much more on previous experience,
opinions or recommendations than
on real-life data. About 20 % of initi-
ated trial sites do not enroll a single
patient in the clinical trial. A histor-
ical rule of thumb states that at best
5–10 % of the number of patients ini-
tially stated by an investigator are
ultimately enrolled in the trial [4].
In contrast, the comparison of inclu-
sion and exclusion criteria in the pro-
tocol with the site's specific patient
database may increase this estimate
to approximately 50 % [5].

n Inefficient Patient
Identification and Recruitment
Sites perform pre-screening (search
for suitable patients without special
screening tests) still largely manually.
If no centrally generated character-
ization of the selection criteria is
available for searches in the local pa-
tient database, this will lead to a de-
centralized and inefficient duplica-
tion of efforts at all sites.

Opportunit ies

Access to representative health re-
cords, e.g. diagnoses, laboratory val-
ues, concomitant medication, pre-
vious illnesses or genetic information
provides a better understanding of
the actual status of patient cohorts
with a specific condition (trial indi-
cation). This leads to a more realistic
design of inclusion and exclusion cri-
teria and improves the predictability
of later recruitment progress. The se-
lection of the study sites can be lim-
ited to those organizations that de-
monstrably have a sufficient number
of patients meeting the eligibility cri-
teria. In chronic diseases, i. e. long-
term patients, the conventional man-
ual “chart review” can be replaced by
an export from the local database
with re-identification at the site.

The opportunities and potential
efficiency gains that can be realized
using electronic health records are
enormous. It is therefore not surpris-
ing that different providers are rush-
ing into the market in this sector.
However, not everything which ap-
pears to be technological progress
using large volumes of data (big
data) leads to efficiency and quality
gains in clinical development. It is
therefore important to adhere to a
requirements specification to avoid
disappointments and bad invest-
ments.

Requirements and Wish List

n Applicable to the Entire
Process
Ideally a system with electronic
health data should be applicable dur-
ing the entire trial planning and
preparation process (Fig. 1) without
needing to switch between systems,
databases or providers.

Trial Planning
The preparation and planning proc-
ess for a clinical trial begins with the
initial design of the protocol. Nor-
mally, the patient group to be inves-
tigated is defined by one or two pri-
mary inclusion criteria, mostly aris-
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Use of electronic health data in the planning and preparation process of a clinical trial (Source: All figures were made by the Author/
TriNetX Inc.).



ing from the targeted indication and
based on the planned product pro-
file. Information on the planned pa-
tient cohorts typically comes from
literature, earlier studies, own expe-
rience or information from external
experts (opinion leaders). These
sources of information do not always
reflect the actual picture of the pa-
tient group in the “real” world. Ac-
cess to electronic health data pro-
vides realistic information about
the age and sex distribution, con-
comitant diagnoses, concomitant
therapy or laboratory findings for
the planned patient cohorts and al-
lows use of this data for the concep-
tion of future protocols.

Protocol Testing
As soon as the protocol contains all
inclusion and exclusion criteria, it
can be tested against the electronic
health data for feasibility (Fig. 2).
This allows testing (simulation) of
the recruitment process and identifi-
cation of particularly problematic
(unrealistic) selection criteria. Some
criteria may be reasonable from a
scientific perspective but may not re-
flect the real-life situation. This could
cause major obstacles later on. With
a critical analysis against real health

data, obstacles and potential enroll-
ment hurdles can be identified early
on and discussed as part of the inter-
nal corporate protocol review [6].

Site Selection
After inclusion and exclusion criteria
have been defined, a system based on
electronic health data will allow
identification of those sites that
have a large number of patients
meeting the defined eligibility crite-
ria. In addition to the total number of
potentially suitable patients it is also
important that the most recent
trends over time can be represented
(e.g. along a quarterly axis) to avoid
misdirection due to outdated num-
bers. Networks that already exist be-
tween different providers facilitate
this cooperation [7].

Patient Screening
Ideally, the reference to an individual
patient should never be entirely lost
due to data privacy measures such as
anonymization. A re-identification
code should remain in the data
source. This allows patients who
meet the selection criteria to be re-
identified at the site (behind the fire-
wall) using a code and in accordance
with local ordinances and guidelines

(e.g. study-specific directions by a lo-
cal institutional review board or
ethics committee). These patients
can then be contacted about poten-
tial study participation. The effi-
ciency of screenings could be im-
proved considerably in this way. Pa-
tient recruitment systems exist that
are compatible with internal hospital
databases [8] but cover only this “last
step” of the study process.

n Contains Sufficient Data
Inclusion and exclusion criteria for
clinical trials are predominantly de-
fined using the following data:
. Diagnoses
. Medication
. Lab Results
. History
. Diagnostic Tests
. (Tumor) Mutations
It is self-evident that an electronic
health data system is more helpful
the larger and the more specific the
data volumes it contains [9].

Conditions or test results with
large individual variations often
need to be rechecked in a screening
visit even if historic data are avail-
able. Such historic values would bet-
ter be expressed by their underlying
diagnoses or by information about
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corresponding therapy were avail-
able. For example, blood pressure
values will be re-collected anyway
in the patient’s untreated condition
(e.g., after a washout period), as this
usually is an acceptance criterion for
clinical trials. Therefore the informa-
tion on the diagnosis of hypertension
(ICD10 I10) is more significant than
individual values.

A true goldmine will arise as med-
ical free text fields, such as discharge
reports, x-rays or histology findings
can be analyzed. Such information
is usually made available in form of
electronic documents, like PDF files,
but in an unstructured way. In the
future “Natural Language Process-
ing” (NLP) will be applied so these
documents can be scanned, organ-
ized in a structured manner, imple-
mented into a database structure,
and analyzed.

It is self-evident that the data
sources must be regularly updated
and originate from a large number
of sites, if they are intended for site
selection purposes. To ensure data is
representative of the entire popula-
tion and suitable to be used across
multiple therapeutic areas, the data
volume must exceed a certain critical
mass. A number of approx. 7 to
10 million patients is considered a
minimum usable size [11].

n User-Friendliness
Queries in databases require pro-
gramming efforts. However, the
user (scientists, clinicians) cannot al-
ways be expected to be versed in
XML or SQL code or to constantly
have a skilled programmer at hand
to generate a quick query. Today, a
user interface must be designed for
simple operation, so a scientist can
use any web browser to access the
information from a large data vol-
ume without any programming
knowledge. As an example, only min-
imum training should be required to
use a graphical user interface for the
quick generation of the following
lists: all concomitant therapies of a
patient cohort with type II diabetes
mellitus, elevated creatinine values

and hypertension, who have not
received Metformin in the last
6 months (this serves only as an ex-
ample; selection criteria for clinical
subjects are obviously much more
complex).

n Minimized Data Security
Concerns
Working with and combining mil-
lions of medical records (big data)
opens up previously unknown possi-
bilities for the identification of dis-
eases, their associated risk factors
and causes, including probabilities
for recovery. This provides a gateway
to personalized medicine that allows
targeted treatment based on specific
patient characteristics (often of a ge-
netic type). This raises the conflict
between fact-based knowledge and
the emotion-based push to protect
the private sphere. It is not the ob-
jective of this article to go into the
ethical side of this discussion in de-
tail. However, some facts should be
considered in order to minimize po-
tential data privacy concerns when
working with electronic health data.

Obviously, the records must be
anonymized—cleared of any referen-
ces to the patient's identity (name,
date of birth, address). The data
must remain assigned to an individ-
ual because it is actually the combi-
nation of different information com-
ing from one and the same (un-
known, anonymous) patient that al-
lows scientific conclusions to be
made. This is of particular impor-
tance because “real world data” is
typically available without specific
consent from the patient as a possi-
ble later use cannot be anticipated at
the time of data collection.

Birth year and postal code are re-
quired to determine demographic
and geographic distribution. This
raises the question of whether the
combination of age, location of resi-
dence, diagnosis, combined with an
appointment date in a known clinic
already represents an unacceptable
deviation from anonymity. A method
established to some extent to
achieve a more complete blurring

of all possible traces that could
lead to an individual patient is
changing of date information. Each
data point exists together with a date
stamp. From a data privacy perspec-
tive, it would be theoretically possi-
bly to move one step further towards
identification by using the date of a
laboratory test. For this reason, some
organizations obfuscate the meta
data by intentionally changing the
examination date or removing it en-
tirely (chrononymization). For pro-
tocols with inclusion criteria that in-
clude a time frame (e.g. a specific
diagnosis within the last 6 months,
or a specific lab value in the last
12 weeks), this obfuscation signifi-
cantly reduces the usefulness of the
data. Studies on large volumes of re-
cords have shown that this method
provides a false sense of security and
that the availability of time informa-
tion actually does not facilitate re-
identification [12]. For this reason,
this type of anonymization and chro-
nonymization should be abandoned.
It reduces at best the scientifically
usable content of the information,
without increasing data privacy pro-
tection.

The best solution to minimize
data privacy concerns is the decen-
tralized archiving of data (federated
search). In this method, data remains
permanently at the institution and
is subject to the customary local
protection mechanisms. External
queries are processed in the institu-
tional database or a local copy
(within the firewall) and only the
statistical result of a cohort (e.g.
count, mean, standard deviation) is
shared externally. Outside of the in-
stitution's own internal firewall,
there is no additional database with
sensitive information that would
need protection or could potentially
be placed on a server outside the in-
dividual legislation. In such a feder-
ated network, only statistical query
results are consolidated from the in-
dividual member institutions, while
the individual personalized records
remain behind the firewall at the in-
stitution.
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n Long-Term Model of
Cooperation
Networking and cooperation work in
the long term only if there is a driving
motivation behind them. This can be
a clear scientific objective, whereby
the constant advance towards this
objective must be recognizable. A
commercial motivation is often the
major driver. There must always be
a good balance between benefits and
costs/efforts. Otherwise, the enthusi-
asm of achieving such cooperation
that is always present at the begin-
ning will be replaced with compla-
cency and the cooperation will sub-
side.

In the case of health data, the data
from the service providers (e.g. clin-
ics) will be made available and one
user group predominantly benefits.
For example, why should a university
hospital allow access to their data
when others, such as the pharma-
ceutical industry, will benefit from
it? This only works, if the benefits
are equally distributed. The system
must provide an equivalent advant-
age to the university hospital, e.g. use
the platform for its own purposes,
such as investigator-initiated studies
or setup of its own networks, and
therefore allowing data exchange
not only with the pharmaceutical in-
dustry, but also with other institu-
tions. Alternatively, reimbursement
of costs to the clinic could be consid-
ered. However, the use of patient
data for commercial, instead of sci-
entific, purposes may shift the bal-
ance in data privacy discussions.

Conclusion

The clinical development of drugs is
a highly data-oriented process. How-
ever, in clinical trials, the approach of
statistical evidence is used only for
providing proof of safety and efficacy.
Other aspects and decision-making
processes, for example the descrip-
tion of a target population for the
desired indication, or the generation
of protocols and selection of study
sites, are still predominantly deter-

mined by (expert) opinions, prior
subjective experience or semi-quan-
titative methods. They rarely are con-
firmed by real-world data from ac-
tual patients in routine medical
care. The use of electronic health
data can greatly contribute to devel-
oping more realistic protocols, in
which inclusion and exclusion crite-
ria are tested on real-world data at
the design stage. A more targeted se-
lection of sites, based on the avail-

ability of patients and defined by spe-
cific protocols, can help prevent an
activation of sites that can provide
no or only very few patients for the
trial. Finally, the screening of pa-
tients is considerably easier if a pro-
tocol-specific query and re-identifi-
cation of potential study patients in
the site's database is possible.

The topic of big data obviously
generates many questions, particu-
larly about data protection in health
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Requirements Specification (score card) for comparing different
providers.

Requirement Priority Provider 1 Provider 2 Provider 3

System can be used for:

. Protocol design, cohort analysis

. Feasibility testing of inclusion and
exclusion criteria

. Site selection

. Patient pre-screening

. Collaboration models across sites

Completeness, i.e. contains:

. Diagnoses

. Medication

. Procedures

. Lab values

. Findings

. Genomics

Representability:

. Number of patients

. Number of institutions providing
data

Up-to-Date:

. Frequency of updates

Site information:

. Patient numbers over time

User-friendliness:

. Graphical user interface

. Usability of Boolean logic variables

. Linking with time frames/temporal
events

Data privacy:

. Anonymization, chrononymization

. Federated network vs. database

. Interoperability



care, but also about the magnitude of
possibilities. This article targets a
user audience, and therefore, it can-
not go into more detail regarding
technical requirements. Such re-
quirements are discussed extensively
in literature [13]. To help retain a
clear view of the market, a Require-
ments Specification is recommended
(Tab. 1). Data protection, usability
across the entire process, volume
and completeness of data, freshness
of data, representability of data,
geography as well as user-friendli-
ness are the most important ele-
ments for a risks/benefits analysis
of such a system for users in the clin-
ical development environment.
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